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TEXHWYECKUW PA3BOP

lNpaBoBan 3aLlUTa
IT-aKkTUBOB: KOA U UHDpPa
Y KJiueHTa Ha 50 PM

Haw nakeT: npaBa no MK, peXxnm KoMmMep4ecKon TaWHbl,
noanucaHHbIN git, AenoHnpoBaHme

Nionb 2026

itfresh.ru - UT-ayTCOPCUHI ANA IOPUANYECKUX JInNL,



O YEM 3TOT PA3BOP

CyTb npobnembl

CoBCTBEHHUK MNATUT NOAPAOYMKAM N OEPXKUT WTAT pa3paboTynNKoB, HO UCKAKYUTENIbHOE NPaBOo
Ha KO 4aCTO OCTaéTcsa He y Hero: aBTop no NK — cdunsnnuo, a ecnm cosgaHume MO He 6bIN0
NPAMbIM NpeaMeToM 00roBopa, MpaBo No CT. 1297 K ocTaéTtca y noapsafymka, 3aKasqynky —
JINLWb NPaBo MUCMOoJIb30BaHUA. Mbl NpBoAMM A0roBopbl K CT. 1295, 1296 n 1234 IK, sBBoaum
pexum KT no 98-d3, cTpouM gokasaTenbHyto 6a3y.

NMouyeMy 3TO Ba)>XHO bBu3Hecy

* be3 npaB Ha KOoA4 Hesb34 nNpoaaTbh 6usHec, BHecTw MO B * YTeyka ncxogHukoB be3 pexuma KT no 98-®3 He paéT
HMA n npontun due diligence nokynaTensa nan 6aHka HW YBOJIbHEHUS MO TK, HM B3bICKaHUA YObITKOB

* BbIBWUI NoapAAYNK BripaBe 3anpeTuTb UCMNO0JIb30BaHMe e oTepsa [OCTYNOB K peno3nTtoputo n obnakam npu
n TpeboBaTb KOMMeHcauunio A0 5 MaH py6. no cT. 1301 yxone agMuUHa oCcTaHaB/IMBaeT pa3paboTky n penunsbl
K P®

* be3 npas npaBoobnagaTens He NyCTAT B peecTp
poccunckoro MO mn nerotel no HAC (nn. 26 n. 2 cT. 149
HK)
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YTO Mbl BAKNIALQBIBAEM

Knio4yeBble napaMeTpbl peajinsauum

4500 P

rocnoLwiMHa 3a perncrpauuto
nporpammsl ana 3BM gns
opraHmsaumu

HK P®, cT. 333.30

=50 %

npenesibHaa O00Js UHOCTPAHHOI O
yyacTus y npaBoobnanatens ons

peecTtpa MO
I P® Ne 1236 o7 16.11.2015

@ itfresh.ru — UT-ayTcopcuHr gna busHeca

3000

Ta >e NnowinHa ansa pusnyeckoro
nnua — aBTopa—npaBoo6na,u,aTenﬂ
HK P®, cT. 333.30

5MNH P

BEPXHSS FpaHMLLA KOMMEeHcaLunm 3a
HapyLleHne NCKJTIIYMTEsNIbHOro NpaBa
K P®, cT. 1301

15 p. OH.

CPOK PacCMOTPEHUS 3aABJIeHMS
3KCMepTHbLIM COBETOM Mo peecTpy MO
M P® Ne 1236, pes. 2022

4 cnos

Hall WTAaTHbIA NaKeT: MpaBa, PeXXnm
KT, oenoHnpoBaHue, perncrpaums

meToauvka ITfresh
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PEAJINSAUMNA 1 U3 3

ERP Ha .NET: 280 T1bIC. CTPOK Oe3 npaB Ha 70 % kKopaa

YTo HacTpauBaeM

lpounssoacteo, 50 PM, ceoss ERP Ha .NET 6 + MSSQL 2022, 4 wuTaTHbIX

pa3paboTymka v 7 noapsa4YnKoB 3a 8 net

Kak Mbl 3TO gejnaem

o

©

Hepensa 1: nHBeHTapusaumnsa — git log --numstat no scem
peno3nTtopusaM, ceepka e-mail aBTopoB (%ae) c norosopamMu u
niaTe)xamu

Hepens 2: poncornaweHus no cT. 1295 'K — cny>xebHoe 3agaHune,
npukas, oTAesibHOe BO3HarpaxaeHue 3a cny>xebHoe nponsseneHue

Hepens 3: c noapsagymkaMm — cornaweHmnsa ob oTHyxaeHum
NCKJIIOYUTESIbHOI O NnpaBa no CT. 1234 n 1296 'K Ha paHee cAaHHble
MOoLYy N

Hepnens 4: nonoXxeHne o KoMMepyeckom TamHe no cT. 10 n 11 98-d3,
rpud Ha HoCUTensax, 03HaKoMJIeHMe No4 No4NuncCh

Hepena 5: penoHnpoBaHue cpesa master: git bundle + sha256sum
manifest + meTka BpemeHn RFC 3161

% itfresh.ru — UT-ayTcopcuHr gnsa busHeca

PE3VYJIbTAT

Hona Koga ¢ LOKYMeHTasIbHO
noaATBEepPXXAEHHbLIMW NMpaBamMn Bblpocna ¢ 30 ao

96 %. OcTaBwunecs 4 % — 4veTbipe hpuiaHcepa
C ONJIaTOW Ha INYHbIe KapTbl — NMepenuncaHsbl
Halwen KOMaH4oW C HyNA 3a ABa CMpPUHTA,
CTapble MOAYN YAaNeHbl U3 BETKN N N3 cbopku.

~N
KJIIOYEBOW HIOAHC
NHBeHTapunsaumnio Begém no git-uctopumu, a He
Nno nanke c fAorosopamu: e-mail aBTopa B
KoMMUTax (%ae) — eANHCTBEHHbIN NCTOYHUK
npaBAbl O TOM, KTO peasibHO Nnucas Ko U C KeM
0POpPMJIATHL NpaBa.
J
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PEAJIN3AUMNA 2 U3 3

JINYHBIN KaOUHeT: NnoApPAAYUK YBEJSI PENO3UTOPUN

BMecCTe C A oCTynamMm

YTOo HacTpauBaeM

OnTtoBas Toprossis, 40 PM, kabuHeT gnnepa Ha ASP.NET Core,
perio3ntopuni n VDS bblin opopMIIeHbl Ha noapsaYnKa

Kak Mbl 3TO genaem

Q HeHb 1: ayanTt Bnagensues — GitHub org, nomeH, VDS, S3 u Cl
3aperncTpvpoBaHbl Ha MOYTY NoapsaAYnKa

[eHb 3: nepeHoCM opraHn3aLmio U OMEH Ha IOPANLO KJVEHTa,
KJ1H04U 1 ToKkeHbl — B self-hosted Vaultwarden

Q HeHb 7: nogHMMaeM Gitea Ha CBOEM XOCTe, 3epKaJiuM BCE BETKU U
Terwu, Bkt4daem protected branches n oba3aTtesbHyl0 NoANNCh

HeHb 14: onncbiBaeM BClo MHPpPY B Terraform n Ansible, cekpeTbl — B
ansible-vault, peno3sunTtopui infra oTaenbHO

% itfresh.ru — UT-ayTcopcuHr gnsa busHeca

PE3YJIbTAT

KANMEHT Noay4uns NosHy TEXHUYECKYHO
HEe3aBUCUMOCTb OT NOAPAAYMKA: CMEHA

KOMaHAbl pa3paboTkn Tenepb 3aHMMaeT OHU, a
He mMecsubl, 1 He TpebyeT NeperoBopoB O
BblAaye JocTynoB. BoccTtaHoBNeHMe cpeabl C
Hynda no laC — 40 MUHYT.

KJIOYEBOW HIOAHC

MpasoBon nakeT 6e3 BnageHums
NHpPaCTPYKTypon becrnoneseH: LOMEH,
peno3nTtopuin, obnavyHble akKayHTbl UL
perncTpaTop A0JIKHbI 6bITb OPOPMAEHbI Ha
IOPSIMLLO KJIMEHTa C KOPNOPaTUBHOM NOYTON.
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PEAJIN3AUMNA 3 U3 3

Cnop 00 aBTOpPCTBE 3aKPbLIT NOANUCAHHBIMU

KOMMUTaMm

YTOo HacTpauBaeM

FOpunanyeckasa pupma, 35 PM, BHYyTpEHHUV CEPBUC AOKYMEHTO0bOPOTA,
MPeTeH3Us OT YBOJIEHHOI0 pa3paboTynka

Kak Mbl 3TO genaem

Q Fooom paHee: nognncb KoMMnToB — gpg.format=ssh,
commit.gpgsign=true, gpg.ssh.allowedSignersFile Ha BCtO kKOMaHAY

Exxemeca4Ho: cpe3 penusa — git archive, sha256sum, wtamn BpemMeHn
TSA no RFC 3161, akT npnémkun cnyxebHoro npomnsseneHuns

Q [eHb NnpeTeH3un: Bbirpyska git log --show-signature n akTos ¢
noAnMUCsMM aBTopa 3a Becb nepuo paboThl

Yepe3 3 Hepenn: NnpeTeH3ns 0To3BaHa [0 Noayu UcKa, aKcnepTmsa
Koda He noTpeboBanach

% itfresh.ru — UT-ayTcopcuHr gnsa busHeca

PE3YJIbTAT

Cnop 3akpbIT 6€3 cyna n 6e3 skcnepTussbl
NCXoaHNUKOB. COBOKYIMHbIE pacxoabl KINEHTa —

BPEMS IOPUCTA; albTepHaTUBa C cyaebHom
skcnepTn3son MO obownack 6bl B COTHU ThICAY
pybnen n octaHoBuNa Obl penm3bl Ha MecsLbl.

\
KJIDYEBOW HIOAHC
ﬂOﬂ,FlmcaHHble KOMMWUTBLI MNJ1KOC eXxeMecda4Hble
adKTbl Ha Cﬂy)Ke6HbIe npom3Beneva OatkoT
CBA3HYIO LUENMOYKY: KTO, KOIrda N B paMKaX KaKnx
0653aHHOCTEN HanMcan KaXXayt CTPOKY.
J
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YTO Mbl BblYHNJIN HA NMPAKTUKE

NMoaBOAHbLIE KAMHM

x JoroBop Ha «paboTbl», a He Ha npaBa

Ecnu co3paHume MO He npegMeT Jorosopa, Npaso no cT. 1297
'K ocTaéTtca y noapsaaymKka: Hy>KeH OoroBop 3aka3sa (cT. 1296)
UM oTyyKaeHume (cT. 1234).

x TpymoBoM porosop 6es cny>xebHoro sapaHusa

CT. 1295 K paboTaeT ToNbKO Npu pa3paboTke B paMKax
0653aHHOCTEN: HY>KHbl AO/IKHOCTHAA UHCTPYKUWNS, MPUKas 1
BO3HarpaxaeHue.

Het oTAEeJIbHOIo BO3Harpa>kgeHums aBTopy
be3 nokymeHTa o BbinsaTe 3a cny>xebHoe nponsseneHne
aBTOP MOXKET OCMopPUTb Nepexos npasa 1 TpeboBaTb
BO3Harpa>KaeHusl.

OnnaTta cppusaHcepam C JIMYHbIX KapT

HeT gorosopa n nnaTe)ka OT opanua — HeT HU NMpaBoBOW
CBSA3U, HN A0Ka3aTeNbCTBa 3aKa3a: Ko OoCTaéTcs Yy aBTOpa
MOJIHOCTbIO.

% itfresh.ru — UT-ayTcopcuHr gnsa busHeca

NDA BMecTO pe>xxuma KT

be3 nepeyHsa cBegeHnn, rpmga Ha HoCcUTensax, y4érta
OONYLEHHbIX 1L 1 noanucen rno cT. 10-11 98-P3 pexxum He
yCTaHOBJIEH.

Peno3suTtopuMi U A OMEeH Ha Noapap4YmkKe

GitHub org, pernctpaTtop gomeHa, VDS v 06n1ako ohopmaeHbl
Ha Yy>XXYI0 NOYTY — NPU KOHINKTE aKTUBbI BJ10KMpPYHOTCA
MIHOBEHHO.

JlenoHMpoBaHue pa3 B )KXU3HMU

Cpe3 TpéxsieTHeNn 4aBHOCTU He NoATBEpP)XAAeT NpaBa Ha
TEKYLLYIO BEPCUID: PUKCUPYEM KaXKAbI pesn3, a He TOJIbKO
Bepcuio 1.0.

Ba3a paHHbIX 6e3 oxpaHbl

HanonHeHne B oxpaHaeTCca oTAeNIbHO KakK 06 BbEKT CMEXHbIX
npae no cT. 1333-1335.1 T'K n TpebyeT cBOEN perncrpaumnn.
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YPOBHU PEAJIU3AL NN

Kak npaBUJILHO

MWHUMYM

PeecTp IT-akTMBOB: peno3ntopuu,
noMeHbl, obnaka, B[, BhagenbLbl
aKKayHTOB

JoncornaweHus no ct. 1295 MK Bcem
WTaTHbIM pa3paboTynkam noc
npukas

CornaweHunsa ob oT4yy>XaeHUW npaBa
BCEM noapsgvynmkam no ct. 1234 un
1296 MK

MNepeHoC AOMeHa, PENO3NTOPUS U
061aKoB Ha pAnLO 1
KOPNOpaTUBHYIO MOYTY

% itfresh.ru — UT-ayTcopcuHr gna busHeca

HOPMAJIbHO

PeXxum KoMMep4ecKon TarHbl Mo
98-d3: nosnoxxeHune, nepeveHn, rpud,
XKYpPHan gonycka

Mognnce kommuToB SSH nnu GPG,
protected branches, zanpet
force-push B master

EXxekBapTanbHbI cpe3 penunsa: git
bundle, sha256sum, wTamn BpemMeHn
RFC 3161

CekpeTbl 1 gocTynsbl B self-hosted
Vaultwarden, Bblga4a no poasam,
poTauuns 90 gHen

XOPOLUO

Focperncrtpaums Kao4eBbIX
nporpamm n b1 B PocnateHTe no CT.
1262 TK

3asBKa B peecTp poccumnckoro MO no
M PO Ne 1236 npu BbIXOLE Ha
rocsakas

Bca nHdpacTpykTypa B Terraform un
Ansible, BoccTaHoBMeHMe cTeHaa C
Hyna no laC

MocTaHoBKa MO Ha 6banaHc Kak HMA ¢
OLEeHKON N aMmopTuM3aLmen
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NMPOBEPbLTE V CEbA

HeK-JINCT CaMONpoOBEepPkKH

git log --format=%ae | sort -u — cBepbTe Kaxabl e-mail
aBToOpa C AOroBOPOM U MJIATEXHBIM AOKYMEHTOM

B Ka)xQoM TpyZl0BOM [0roBope pa3paboTynka ecTb NYyHKT O
cny>xebHbIX NPON3BEAEHUSIX N O BO3HArparkaeHnmn

Mo KaxaoMy NoApsSAYNKY eCTb akT C NepeyHeM MoayJien 1
OTHYY)XJAEHNEM UCKJIIOYUTENIBHOMO NpaBa

YTBEP>XAEHO NOJIOXKEHME O KOMMEPYECKON TallHe, NepeYyeHb
CBEOEHWUI U CMNCOK AONYLUEHHbIX JIAL, NOoA NOAMNUCH

Ha HocuTenax ¢ ncxogHMKamm npoctasseH rpudg
«KomMmMep4yeckas TanHa» C PeEKBU3NTaMU I'Ip38006ﬂa£|,aTEJ'IFI

O O 0O O 0O

O O 0O O 0O

HomeH, peno3nTopuin, obnayHble akkayHTbl U SSL ohopMIeHbI
Ha PANLO, ornJlaTa — C PaAcYETHOro CY4éTa

BkntoveHbl ob6a3aTenbHaa NOANMNCb KOMMUTOB M 3allnTa BETKU
master oT npambix nywen n force-push

MocneoHnn penns 3agenoHNpoBaH: apxus, sha256, wramn
BpEMeHU, faTa He CTaplue KBapTana

EcTb odnaiH-konua peno3ntopust 1 6asbl BHE KOHTYpa
pa3paboTymka, NnpoBepeHHasi BOCCTaHOBIEHNEM

Mpu yBONIbHEHUN pa3paboTynKka 0DOPMIIEH aKT nepeaayn
NCXOOHWUKOB, JOKYMEHTaLUM U OOCTYMnoB

Ecnun xoTs 6b1 Ha ABa BOripocCa OTBET «KHET» NJIN «HE 3Halo» — TeMa Tpe6yeT BHUMaHWA.

% itfresh.ru — UT-ayTcopcuHr gnsa busHeca
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YTO Mbl OEJIAEM

Kak noMmoXxert ITFresh

ITFresh — UT-ayTcopcuHr ansa topnandyeckmx nmuy oo 50 pabovnx mect B Mockee 1 obnactu. 15+ neT npakTukm,
cobcTBeHHaa MHppPaCcTpykKTypa B aaTa-ueHTpe MTC (8 cepsepoB Dell Xeon Platinum).

* [lpoBoAMM MHBeHTapu3aumio IT-akTUBOB Mo git-uctopmun 1 nNnatexxam 3a 4-5 15 +

paboynx gHen
net B UT-nogpepxxke

* [OTOBMM KOMMJIEKT: AOMNCOrNalleHns, LOroBOPbl OTHYXKOEHUS, MOJIOXKEHNE O
KOMMepYeCcKomn TanHe

* HacTtpaunsaem Gitea nnm GitLab ¢ nognncb0 KOMMUTOB, 3aLLNTON BETOK U 50

ohNlanH-pe3epBOM
paboynx MecT — Haw npocusb
e CTaBuM penoHupoBaHMe Ha NOTOK: cpe3 pennsa, sha256, wrtamn RFC 3161,

aKT NMPUEMKN

* ConpoBoXxaaeM 3asaBKYy B PocnaTeHT no cT. 1262 N'K n B peecTp pOCCUNCKOro
MO no MM Ne 1236 MTC

haTta-ueHTp, MockBa

% itfresh.ru — UT-ayTcopcuHr gnsa busHeca 10



KOHTAKTDI

ObcyauTb Bawy 3apauy

Caiit itfresh.ru
Tenedon +7 903 729-62-41

Telegram @ITfresh_Boss

BecnnaTHO NOCMOTPUM Bally MHAPPACTPYKTYPY MO 3TOMY YEK-JINCTY U
CKaXkeM, roe ToHKo — 6e3 oba3aTenbCTB.

% itfresh.ru — UT-ayTcopcuHr gnsa busHeca

itfresh.ru
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JOKYMEHTALNA N HALU CTEK

TexHun4yeckasa 6asza

01 TKPO®, yactb 4: cT. 1225, 1229, 1234, 1262, 1295-1297, 1301,
1333-1335.1 (pravo.gov.ru — 2026)

02 ®30T129.07.2004 Ne 98-®P3 «O KOMMep4yeckon TaHe», cT. 10 n 11
(pravo.gov.ru — 2026)

03 HKPO, cT. 333.30 — nownuHbl 3a perncTpauunio nporpamMmm ana 3BM
n b (nalog.gov.ru — 2026)

04 NMP®oT16.11.2015 Ne 1236 — npaBusia egUHOro peecTpa
poccunckoro MO (reestr.digital.gov.ru — 2026)

OCHOBaHoO Ha Od)MLlMaﬂbHOVVI AOKyMeHTaunn ripoayKToB v HaLuen rNMpakKTnke BHeAPeHNA.

% itfresh.ru — UT-ayTcopcuHr gnsa busHeca
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06

07

PocnaTeHT: rocperncTpaums nporpaMmmel ana 3BM nan 6asbl
OaHHbIX (rospatent.gov.ru — 2026)

OUMNC: pykoBOACTBO MO perncTpaunn nporpamm asast 9BM n 6a3
OaHHbIX (fips.ru — 2026)

OcHoOBbI 3aKOHO4aTeNbCTBa 0 HOoTapuaTe, cT. 102-103:
OOKa3aTenbCcTBa (pravo.gov.ru — 2026)
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